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•Identity in online communication

•Ethics of online communication

•Surveillance

•Big Data



Identity
• Offline identity versus online 

identity

• “On the Internet, nobody

knows you’re a dog”



Digital Identity

A digital identity is information used by computer systems to 
represent an external agent. That agent may be a person, 
organisation, or device. The information in digital identities is 
used by computers to make decisions about how to interact 
with external agents.

It allows a computer to answer two basic questions:

• With which external agent is it interacting?

• Has it interacted with an external agent in the past?



Multiple identities: Real Life



Multiple identities: Online



https://youtu.be/M87DQNTiE5c
https://youtu.be/M87DQNTiE5c


Unethical Behaviour

• Cyberstalking

• Cyberbullying

• Identity theft

• Phishing

• Astroturfing

• Internet trolling

• Wikipedia hacks

• Website hacks

http://uk.complex.com/pop-culture/2013/03/the-50-most-outrageous-wikipedia-hacks/plato




Is this a phishing attempt?



Surveillance

• Google Search (maps included)

• Facebook Likes

• Tweets

• Any content we publish online

• E-mails

• Phone conversations

• Photos on our hard drives

• Content of our phones

• Geo-location

• Cameras and microphones

http://www.ted.com/talks/jennifer_golbeck_the_curly_fry_conundrum_why_social_media_likes_say_more_than_you_might_think?language=en
http://www.ted.com/talks/jennifer_golbeck_the_curly_fry_conundrum_why_social_media_likes_say_more_than_you_might_think?language=en


Big Data

• Big data is a broad term for data sets so large or complex that traditional 
data processing applications are inadequate. Challenges include analysis, 
capture, data curation, search, sharing, storage, transfer, visualization, 
and information privacy.

• The term often refers simply to the use of predictive analytics or other 
certain advanced methods to extract value from data.

• Analysis of data sets can find new correlations, to "spot business trends, 
prevent diseases, combat crime and so on.”

• Data sets grow in size in part because they are increasingly being 
gathered by cheap and numerous information-sensing mobile devices, 
aerial (remote sensing), software logs, cameras, microphones, radio-
frequency identification (RFID) readers, and wireless sensor networks.



Digital Currencies

• Bitcoin (1 bitcoin = €552.13) is being used for large-scale transfers, while

• Dogecoin (10,000 dogecoin = €2.31) is primarily used for small-scale 
transfers.

• Bitcoin is a peer-to-peer digital store of value and payment system. 
Transactions are verified by network nodes and recorded in a public 
distributed ledger called the block chain. US Treasury categorized it as a 
decentralized virtual currency. 

• A Blockchain is a distributed database that maintains a continuously 
growing list of data records that are hardened against tampering and 
revision, even by operators of the data store's nodes. 

• This record is enforced cryptographically and hosted on machines 
running the software.

•Watch: https://youtu.be/oSP-taqLWPQ



Facebook & You

“The truth though, is that Facebook (and the internet at large) is 
making its own rules as it goes along. Putting 1.25 billion people –
that’s getting on for one fifth of the world’s population – within a 
mouse click of each other was always going to have far reaching 
consequences. And with hindsight it was a bit silly to have ever 
expected it to be manageable within established social and legal 
boundaries.”

“Don’t forget - although it now seems to be dipping its toes into 
psychological experiments, Facebook’s main motivation for collecting 
and analyzing our data has always been to sell us adverts.”

http://tinyurl.com/zp38glg



Facebook & You

"Facebook's Mark Zuckerberg has been accused of "abusing" his power 
as the "world's most powerful editor" by Norway's largest newspaper, 
which slammed the social network for removing an iconic photograph 
from the Vietnam War.

Norwegian author Tom Egeland posted images of war on Facebook. 
One image was by Associated Press photographer Nick Ut showing a 
naked girl running from napalm bombs. Hansen called it one of the 
"world's most famous war photographs."

Facebook removed the picture and prevented Egeland from posting a 
new photo, Hansen said.

In an emailed statement to CNBC, a Facebook spokesman said: "While 
we recognize that this photo is iconic, it's difficult to create a 
distinction between allowing a photograph of a nude child in one 
instance and not others.“

http://tinyurl.com/znz63ng



Facebook & You
• Do I retain the copyright and other legal rights to material I upload to 

Facebook?

• “Yes, you retain the copyright to your content. When you upload your 
content, you grant us a license to use and display that content. For more 
information please visit our Statement of Rights and Responsibilities, which 
contains information about intellectual property, as well as your privileges 
and responsibilities as a Facebook user.”

• “You own all of the content and information you post on Facebook, and 
you can control how it is shared through your privacy and application 
settings. In addition: For content that is covered by intellectual property 
rights, like photos and videos (IP content), you specifically give us the 
following permission, subject to your privacyand application settings: you 
grant us a non-exclusive, transferable, sub-licensable, royalty-free, 
worldwide license to use any IP content that you post on or in connection 
with Facebook (IP License). This IP License ends when you delete your IP 
content or your account unless your content has been shared with others, 
and they have not deleted it.”

https://www.facebook.com/terms.php

https://www.facebook.com/terms.php
https://www.facebook.com/settings/?tab=privacy
https://www.facebook.com/settings/?tab=applications
https://www.facebook.com/privacy/
https://www.facebook.com/settings/?tab=applications


Having a look at the “dark” side

• A darknet (or dark net) is an overlay network that can only be 
accessed with specific software, configurations, or authorization, 
often using non-standard communications protocols and ports.

• Two typical darknet types are friend-to-friend networks (usually used 
for file sharing with a peer-to-peer connection) and anonymity 
networks such as Tor (The Onion Router) via an anonymized series of 
connections.

• Messages are encapsulated in layers of encryption, analogous to 
layers of an onion.

• When the final layer is decrypted, the message arrives at its 
destination. The sender remains anonymous because each 
intermediary knows only the location of the immediately preceding 
and following nodes.



Online Security

• What if privacy, secrecy or anonymity was impossible?

• No Trolling…without consequences.

• No threatening behaviour…without consequences.

• No phishing!!!

• No Political protest…

• No Internet Banking…

• No Online Shopping…



RSA Cryptosystem

• Ron Rivest, Adi Shamir and Leonard Aldeman developed a 
mathematical function in 1977 (called the RSA Code, named after 
their initials) which was based on the revolutionary concept of 
asymmetric ciphers (which uses separate keys for encryption and 
decryption).

• Alice and Bob want to share some private information with each 
other. Alice creates a public key (which is a one way function- that is 
it is impossible for anyone to reverse it to decode the message). This 
is available to everyone who wants to send her a message. So Bob 
encrypts the message using the public keys and sends it to Alice.

• Alice needs to decipher the message sent to her and for this she 
possess a private key (some extra piece of information) that allows 
only her to decode any message sent to her since no one else 
possess the private key for decryption.

http://gonitsora.com/rsa-elegant-code/

http://gonitsora.com/rsa-elegant-code/

